AGREEMENT ON PROCESSING ON BEHALF
regarding the agreement
Use of e-commerce platform SUPR
(“Main Agreement”)
between
SUPR Merchant (Shop Operator)
(“Controller”)
and
Wirecard Technologies GmbH
Einsteinring 35
85609 Aschheim
(“Processor”)

1 . S U B J E C T M AT T E R A N D D U R AT I O N O F P R O C E S S I N G O N
BEHALF
1.1 The present agreement for processing on behalf specifies the statutory rights and obligations
resulting for the Controller and the Processor from applicable data protection legislation, in particular
from the General Data Protection Regulation /Regulation (EU) 2016/679), in the following referred to
as “GDPR”), as well as the applicable national implementing legislation, if and as far as the Processor
processes personal data for the Controller within the scope of the Main Agreement.
1.2 The subject matter and purpose of processing on behalf of the Controller (“Processing”) shall
be the processing of electronic payment transactions as well as identity verification, fraud checks,
anti-money-laundering prevention, risk management assessments and solvency assessments, to the
extent the Controller has instructed the Processor with these tasks in the Main Agreement.
1. 3 The duration of Processing shall comprise the term of the Main Agreement within the framework of
which this Agreement on Processing on Behalf (“Agreement”) has been concluded.

2 . CONTENT S OF THE CONTR AC T
2.1 The scope, nature and purpose of the intended collection, processing and use of data shall include
• fulfilment of the Processor’s obligations resulting from the Main Agreement (use of SUPR
platform);
2.2 The categories of data shall include
• Information about the end customer of the Controller (e.g. first and last name, address, e-mail
address, date of birth, IP address)
The following data about the end customer of the Controller will be collected and processed:
• e-mail address
• salutation
• surname / name
• invoice and delivery address
• IP address
to the extent this information is necessary for fulfilment of the above-referenced purposes.

2. 3 The data subjects are be the Controller’s end customers.

3 . T E C H N I C A L A N D O R G A N I S AT I O N A L M E A S U R E S
3.1 To ensure that the Processing governed by the agreement specified above in the form concluded
between the parties will be properly implemented by the Processor, the Processor has taken
appropriate technical and organisational measures for data security within the meaning of Articles 28,
32 GDPR. The Appendix to this Agreement provides the Controller with an overview of the measures
taken as of the date on which the contract is awarded.
3.2 The technical and organisational measures are subject to technical progress and further
developments. In this respect, the Processor shall be permitted to further develop any measures
taken and/or to replace them by adequate alternatives. In doing so, the degree of protection must
not drop below the level of data protection prescribed by statute. Any significant changes shall be
documented. The Processor will provide the Controller with information on the applied technical and
organisational measures at any time upon request.

4 . R E C T I F I C AT I O N , B L O C K I N G A N D D E L E T I O N O F D ATA
The Processor shall support, within its possibilities, the Controller upon the Controller’s instructions
in its obligation to respond to requests for exercising the data subjects’ rights pursuant to Chapter
III GDPR and will implement the suitable and necessary technical and organisational measures. To
the extent that any data subject directly addresses the Processor for the purpose of having his/her
personal data rectified or erased, the Processor shall forward this request to the Controller. To the
extent that the Processor supports the Controller in meeting the requirements of any data subjects,
the Controller shall reimburse the Processor for the costs and expenses incurred.

5 . O B L I G AT I O N S O F T H E P R O C E S S O R
5.1 The Processor will process (including transfer) the personal data only upon instruction, i.e. the
Controller’s documented order instructing a specific handling of data by the Processor relevant
under data protection laws (e.g. anonymization, blocking, deletion, submission), unless it is statutorily
obliged to processing; in this case it will inform the Controller of this statutory requirement in
advance, unless such information is prohibited based on an important public interest.
5.2 The Processor warrants that the employees used by the Processor for data processing purposes
have been obliged in writing to observe data secrecy in accordance with Article 28 para 3b) GDPR or
are subject to appropriate statutory confidentiality. To the extent that the Controller is subject to any
further confidentiality obligations, for example in accordance with any regulations under professional
law, criminal law or procedural law, the Controller shall inform the Processor thereof and shall, upon
request, educate the Processor and the latter’s employees on the application of the confidentiality
obligations.
5. 3 The technical and organisational measures, as defined in clause 3 of this Agreement and the
corresponding appendix, are implemented and complied with by the Processor. This includes in
particular
• Pseudonymisation and encryption of personal data
• The ability to ensure, on a continuous basis, confidentiality, integrity, availability and reliability of
the systems and services in relation to the processing of personal data;
• The ability to ensure availability of personal data and access to the data in case of a physical or
technical accident;
• A procedure for regular inspection, assessment and evaluation of the ef ficacy of the technical and
organisational measures for ensuring the security of processing.

5.4 To the extent that no conflicting procedural considerations exist, the Processor shall inform the
Controller of any regulatory measures of the competent supervisory authority in accordance with Art
58 GDPR as well as on any court decisions in connection with Articles 83, 84 GDPR.
5. 5 The Processor appointed a data protection of ficer and will name him/her to the Controller in
writing or via email.
5.6 The Processor shall be obliged to provide the Controller with information at any time to the extent
that this af fects the personal data and documents transferred by the Processor. Any data that is no
longer required shall be erased at Processor without undue delay in accordance with clause 4 of this
Agreement. Any controls that extend beyond this Agreement shall be governed exclusively by the
statutory regulations.

6 . SUPPORT PUR SUANT TO ART 3 2 – 3 6 GDPR
Upon request, the Processor shall support the Controller, within reason and taking into consideration
the type of processing and the information available to it, in the Controller’s compliance with its
obligations pursuant to Art. 32 to 36 GDPR with appropriate technical and organisational measures.
This concerns, inter alia, the data subjects’ rights, security of processing, notification of breaches
and respective information to the data subjects, support in case of inspections by a data protection
authority, and in data protection impact assessments. The Controller will reimburse the Processor for
all costs and expenses incurred in relation with this, unless the measures causing the costs/expenses
were caused by the Processor. If the parties cannot agree on the extent of reimbursement, all costs
and expenses that the Processor may have deemed necessary will be reimbursed in full.

7. E S TA B L I S H M E N T O F S U B - P R O C E S S I N G R E L AT I O N S H I P S
7.1 To render the contractual services, the Processor may award parts of the Processing to subcontractors. The following sub-contractors has been instructed to render services relevant to the
contract as of the date of conclusion of the contract:
• as IT Service Provider, AKRA GmbH for Administration as well as Provider for Hosting & Services;
• Hermes Germany GmbH for Labelling services;
The Controller agrees to the sub-contracting to the aforementioned companies. The Controller also
agrees to the sub-contracting to further companies provided the obligations of this Agreement are
forwarded to the sub-processors and at least the same level of protection will be maintained.
7.2 In case of any involvement of any further sub-contractors, the Controller shall inform the
Processor. In addition, the Controller may reject additional sub-contractors of the Processor only if
there is any compelling reason under data protection law to do so and this has been communicated
to the Processor in writing immediately af ter the information had been received. Sub-contractual
relationships within the meaning of this provision shall not be deemed to include any such services
of which use is made by the Processor from any third parties as an ancillary service for support in the
implementation of the contract. This shall include, inter alia, telecommunication services including
housing, as well as any transfer and hosting of data, transport and communication services, cleaning
staf f, as well as any disposal of data carriers and documents.
7. 3 Within the framework of the sub-contractual relationships, the Processor shall enter into any
agreements required under data protection law. The Processor is permitted to process the data also
outside of the EEA in compliance with the provisions of this Agreement, or to have them processed,
provided that it informs the Controller in advance on the location of the data processing an evidences
compliance with the technical and organisational measures. This section 7 shall fully apply to any
sub-contractors. The Controller hereby authorises the Processor to enter into any agreements with
sub-contractors, in representation of the Controller – including, but not limited to, (sub-)processing
agreements and EU Standard Contractual Clauses or similar agreements – that are required to
guarantee an appropriate level of data protection with regard to the transfer of data. The Processor
may grant sub-contractors substitute powers of attorney. The Controller agrees to provide support in
meeting the legal requirements of the transfer of data.

8. CONTROLLER’S RIGHTS TO MONITOR
8.1 The Controller shall convince itself that its personal data is properly processed and that the
technical and organisational data security measures taken at the Processor’s premises on site
are complied with. To this end, the Processor shall, upon the Controller’s request, demonstrate
compliance with the technical and organisational measures by means of up-to-date certificates,
reports or extract of reports of independent entities (such as internal audit, data protection of ficer, IT
security department, external data protection auditors) or any certification by an IT security or data
protection audit (e.g. in accordance with PCI DSS) and/or acknowledged certifications pursuant to ISO
27001.
8.2 The Processor shall enable and support the Controller or an external independent auditor
instructed by the Controller, the review, including inspection, in particular if there was a security
incident and/or a review, including inspection, is requested by the legislator or a data protection
authority. The Controller or its instructed independent third party may access the premises of the
Processor at which data pf the Controller are processed, af ter respective notice and during normal
business hours, at its own cost and without interruption to the business operations, ensuring the
secrecy of any trade or business secrets of the Processor and any potential sub-contractors, to
convince itself of compliance with the technical and organisational measures of Appendix 1.
8. 3 The Controller shall inform the Processor suf ficiently in advance (usually at least four weeks) about
all circumstances in relation to the carrying out of an inspection. The Controller may, as a rule, carry
out one inspection per calendar year. This shall not af fect the Controller’s right to conduct further
inspections in case of violations of data protection obligations of the Processor.
8.4 If the Controller instructs a third party with the inspection, the Controller shall oblige this third
party in the same way as the Controller is obliged to the Processor under this Agreement. Upon
request the Controller must provide the respective agreement with such third party to the Processor.
The Controller must not instruct a competitor of the Processor with an inspection.
8. 5 The Processor is permitted, in its own discretion and taking into account the statutory obligations
of the Controller, to not disclose information that is sensitive with regard to the Processor’s business
or if the Processor would breach statutory or contractual obligations with the disclosure. In particular,
the Controller will not receive access to information about other business partners of the Processor
as well as about any other non-public information of the Processor that is not strictly required for the
statutory inspection rights.
8.6 The Controller will reimburse the Processor for its costs and expenses in relation to the evidencing
of compliance with the technical and organisational measures, in particular the expenses in relation to
any reviews and inspections on its premises.

9 . N O T I F I C AT I O N I N C A S E O F I N F R I N G E M E N T S B Y T H E
PROCESSOR
The Processor shall promptly inform the Controller if it becomes aware of a breach of the protection of
personal data of the Controller. The Processor shall take the measures necessary to safeguard the data
as well as to minimise any potential adverse consequences for any data subjects in coordination with
the Controller.

1 0.CONTROLLER ’ S RE S PON S IB ILIT Y AND AUTHORIT Y TO
ISSUE INSTRUCTIONS
10.1 The Controller shall be the controller for the processing of data on behalf by the Processor. The
evaluation of the admissibility of the data processing shall be the obligation of the Controller. The
Controller shall provide the Processor with the data in due time and in the required quality to ensure
that the Processor will be able to render the services.
10.2 The Processor shall process the personal data provided to it within the framework of the
instructions issued by the Controller as stipulated in the contract.
10. 3 The Processor and its sub-contractors may process the data for their own purposes in accordance
with data protection law, provided that this is permitted by statute or the data subject’s consent. This
Agreement shall not be applicable to any such data processing. In any case, the Processor and its subcontractors may process the data for their own purposes in an anonymised form.
10.4 The Controller shall bear additional costs incurred due to any instructions; the Processor may
request an advance payment. The Processor may refuse to carry out any additional or modified
data processing if it would result in any change in the amount of work or if the Controller refuses to
reimburse the additional costs or to make the advance payment.
10. 5 For reasons of traceability, any instructions of the Controller shall be given in writing or in text
form (e.g. by e-mail); any oral instruction shall be confirmed in writing or in text form without undue
delay.
10.6 If the Processor considers that an instruction given by the Controller infringes the GDPR, the
Federal Data Protection Act or any other data protection regulations, the Processor may refuse to
execute the instructions until the Controller has confirmed the instruction or has changed it into an
instruction that is in accordance with data protection regulations.

1 1 . D E L E T I O N O F D ATA A N D R E T U R N O F S T O R A G E M E D I A
Upon the end of the contractual relationship, the Processor shall be obliged, at the Controller’s
option, to delete, to block or to return to the Controller any personal data that has been provided
to the Processor in connection with the service agreement and has not yet been deleted by then.
Any retention obligations, including but not limited to those in accordance with statutes, by-laws,
contracts and regulatory instructions, shall remain unaf fected.

1 2 . P O I N T O F C O N TA C T F O R D ATA P R O C E S S I N G A N D D ATA
PROTEC TION QUERIES
On the part of the Controller:
The SUPR merchant itself unless otherwise stated.
On the part of the Processor:
External data protection of ficer: Dr. Felix Wittern, Fieldfisher (Germany) LLP, Am Sandtorkai 68, 20457
Hamburg, Germany.

APPENDIX 1
T E C H N I C A L A N D O R G A N I S AT I O N A L M E A S U R E S

GENER AL PROVISIONS
Wirecard considers data security and data protection to be important principles of data processing. As
a financial services provider, Wirecard is aware of the fact that it processes a large amount of sensitive
and personal data and that such data requires particular protection as it is one of its most important
assets.
Wirecard assures compliance with all requirements under data protection law within the framework of
commissioned data processing, in particular observance of the technical and organisational measures
in accordance with Article 32 GDPR. All employees of Wirecard have been obliged to observe data
confidentiality in accordance with Art 28 para 3b) GDPR. There is a public register of procedures which
can be made available upon request, as well as an internal record of processing to review applications
relevant under data protection law. In addition to the requirements of the GDPR, Wirecard is also
subject to the stringent regulations of the PCI DSS (Payment Card Industry – Data Security Standard)
within the framework of which annual audits of the data security measures are carried out. Wirecard
has been continuously certified since the standard was introduced in 2004.

T E C H N I C A L A N D O R G A N I S AT I O N A L M E A S U R E S
The GDPR defines various technical and organisational measures to be taken to ensure the proper
processing of personal data. In particular, this relates to the following matters:
• control of access to premises;
• control of access to systems;
• control of access to data;
• transmission control;
• input control;
• job control;
• availability control;
• separation of the processing of data collected for dif ferent purposes.
The measures taken to ensure compliance with the individual controls are explained in more detail
below.

CONTROL OF ACCESS TO PREMISES
“ measures shall be taken to prevent unauthorised persons from gaining access to data processing
systems with which personal data are processed or used.”
All premises of Wirecard have an access system in place based on chip cards. Distinction is made
between entries to dif ferent areas within the buildings. All employees are provided with chip cards
with access rights required for their work. Access rights granted centrally by the Facility Management
department are documented, and reviewed by the IT Security department at regular intervals. Visitors
must be accompanied when moving inside the of fice premises and are provided with separate
identity cards. All entries to Wirecard buildings are monitored by CCT V. Access to data centres is
subject to stringent regulations. Any access to the data centres requires a separate registration, which
also applies to Wirecard employees. The registrations are made by heads of the IT department and
in a manner protected against forgery (authenticated). Third parties are allowed to enter the data
centres only in exceptional cases and must be accompanied by Wirecard employees. Any access is
logged in a revision-proof manner. The access logs are reviewed by the IT Security department at
regular intervals. The data centres are protected against unauthorised access, with security staf f
being on site 24/7 as well as by CCT V and alarm systems.
Reference documents:
IT Security Policy, Physical Access Restrictions Policy.

CONTROL OF ACCESS TO SYS TEMS
“ measures shall be taken to prevent data processing systems from being used without authorisation.”
All systems at Wirecard are equipped with access control systems. Access to systems is personalised
for each member of staf f at Wirecard. Access is secured by personal passwords, only known the
respective employee. The Password Policy requires changing the personal password at regular
intervals (depending on the system, periods of 90 days or less have been set) and ensures the quality
and complexity of the password by means of specifically defined rules. All rules on the assignment
and modification of passwords have been laid down in writing and are in compliance with the binding
PCI-DSS regulations. The screens of all workstations and all services processing or storing personal
data are automatically blocked af ter 15 minutes of inactivity. De-blocking is only possible using the
personal user password by repeated log-in. Moreover, any blocking of the workstation computer when
leaving the workstation is regulated by an internal policy in a mandatory manner.
Reference documents:
IT Security Policy, IT Access Control Policy, Remote Access Policy, Password Creation Guidelines, Data
Classification and Control Policy, Personnel Facing Technologies Usage Policy, Security Awareness and
Acceptable Usage Policy, Logging Controls Policy, Data Classification and Control Policy.

C O N T R O L O F A C C E S S T O D ATA
“ measures shall be taken to ensure that persons authorised to use a data processing system have
access only to those data they are authorised to access, and that personal data cannot be read,
copied, modified or removed without authorisation in the course of processing or use and af ter
storage.”
Access control is based on a system of roles and rights used to ensure the need-to-know principle of
any access to data. Thus, each member of staf f has access to precisely such data that he/she needs
for his/her daily work. The rights required for the employee’s respective position have been defined in

the form of roles assigned to the employee. Any further individual authorisations have to be released
by the IT Security department. Authorisation takes place af ter consultation with the information
owner (as a general rule, the head of the responsible specialist department) and within the framework
of the instructions given under data protection law. The assignment of rights is documented in
a comprehensible manner. The role descriptions and the rights assigned are documented and
maintained by the responsible departments and are verified on a sample basis at regular intervals
(at least once a year) by the IT Security department. Administrator access authorisations are only
granted af ter prior internal training. Any administrator access to the systems is recorded in a revisionproof manner in accordance with PCI-DSS regulations. The prevention of any unauthorised persons
from gaining access to data is guaranteed by installing security updates at regular intervals and in a
prompt manner for all third-party applications used; the IT operating systems (OS) are provided with
monthly security updates in accordance with PCI-DSS regulations. The quality of any applications
developed by Wirecard is ensured, prior to implementation, by a comprehensive quality assurance
process. The systems of Wirecard are secured from Internet traf fic by means of a multi-stage firewall
concept. All modifications in the firewalls are subject to an internal authorisation process and are
verified by the IT Security department. In addition, at least once a year the network configuration
and the payment applications accessible from the Internet are reviewed by network and vulnerability
scans as prescribed by PCI-DSS.
Wirecard is operating intrusion detection systems (IDS) and intrusion protection systems (IPS) and
24/7 stand-by duty ensures timely alerts in any case of failure (incidents). All workstation computers
are equipped with an anti-virus solution which is automatically and continuously updated. Mobile
computers (laptops) are equipped with hard disk encryption.
Reference documents:
IT Security Policy, IT Access Control Policy, IT and Information Security Policy, Data Classification and
Control Policy, Security Awareness and Acceptable Usage Policy, Security Incident Response Plan
and Procedures Policy, Incident Management from SharePoint, Logging Controls Policy, Roles and
Responsibilities Policy, Firewall Security Administration Policy, Anti-Virus Policy.

TR ANSMISSION CONTROL
“ measures shall be taken to ensure that personal data cannot be read, copied, modified or removed
without authorisation during electronic transmission or transport or while being stored onto storage
media, and that it is possible to check and establish to which bodies the transfer of personal data is
envisaged by means of data transmission facilities.”
As a general rule, the exchange and transmission of personal data only take place in encrypted form.
Depending on the way in which the data is transferred, SSL-encrypted transmission procedures via
HT TPS and SFTP are used. E-mails and files can be encrypted (e.g. PGP encryption for the regular,
encrypted exchange of data). In addition, there is a system ensuring the secure one-time transmission
of personal data (data room principle). When exchanging personal data, encryption is a key issue
of the general data protection training courses which are mandatory for each member of staf f. All
interfaces to external bodies transferring personal data in automated form are secured in accordance
with the latest standards, e.g. by SSL encryption. All interfaces are documented. The external
documentations of the interfaces are available. Media inventories and a clean desk policy prevent the
unauthorised inspection as well as thef t of storage media and documents. As a general rule, storage
media and documents containing special personal data are sent by courier service, with the storage
media being encrypted.
Reference documents:
IT Security Policy, IT and Information Security Policy, Encryption Policy, Logging Controls Policy, Media
Policy.

INPUT CONTROL
“ measures shall be taken to ensure that it is possible to check and establish whether and by whom
personal data have been input into data processing systems, modified or removed.”
In the event of administrator access, all modifications made to personal data in the systems of
Wirecard are recorded by the respective sof tware application or documented on the basis of
corresponding processes to ensure that all modifications can be traced back at any time. For the
purposes of data input and modification, each member of staf f has a personal user name for the
respective system to ensure that all inputs can be attributed to a specific person.
Reference documents:
IT Security Policy, IT Access Control Policy, Logging Controls Policy, Data Retention and Disposal
Policy.

JOB CONTROL
“ measures shall be taken to ensure that personal data processed on behalf of others are processed
strictly in accordance with the controller’s instructions.”
As the data processor, Wirecard is already ensuring by the regulations laid down in the agreement
with the respective controller that the legal bases of data processing on behalf are observed. The
regulations are in accordance with the requirements of Art. 28 GDPR. When awarding any contracts
for data processing on behalf, Wirecard also pays particular attention to compliance with data
protection regulations. Before any contracts are awarded, the processors are properly reviewed with
regard to technical, financial, data security and legal aspects. The review includes a visit on site,
discussions with the company’s representatives and background checks using publicly accessible
sources. Furthermore, it is ensured that the processor meets the PCI requirements. All contractual
provisions are reviewed by the data protection of ficer with respect to their conformity with the GDPR.
All employees at Wirecard undergo regular training on the latest data protection regulations. In
addition, all members of staf f are obliged to observe data confidentiality in accordance with Art. 28
para 3b) GDPR at the time of their recruitment.
Reference documents:
IT Security Policy, IT and Information Security Policy, Third Parties and Third Party Agreements Policy,
Personnel Facing Technologies Usage Policy, Security Awareness and Acceptable Usage Policy.

AVA I L A B I L I T Y C O N T R O L
“ measures shall be taken to ensure that personal data are protected against accidental destruction or
loss.”
Wirecard is operating two data centres at dif ferent locations which, in accordance with BSI
requirements, are located at least 5 km away from each other to guarantee the highest level of
fail-safe operation. Within each data centre, redundancy is built-in for all key system components.
The data centres are at least in compliance with the TIER 3 standard of the Uptime Institute and are
certified according to ISO 27001 or ISAE 3402; this guarantees appropriate measures to protect them
against failures, and the processes tailored to this. Backups of all data are created at regular intervals
(daily) and are kept at a safe location separated by structural measures, with the requirements of the
BSI (also regarding sabotage) being observed. All systems are monitored around the clock to ensure
that immediate action can be taken in any case of error.
Reference documents:
IT Security Policy, Backup Policy, Backup and Availability Policy. SEPARATION OF THE PROCESSING OF
DATA COLLECTED FOR DIFFERENT PURPOSES

S E P A R AT I O N O F T H E P R O C E S S I N G O F D ATA C O L L E C T E D
FOR DIFFERENT PURPOSES
“ measures shall be taken to ensure that data collected for dif ferent purposes can be processed
separately.”
As a service provider, Wirecard processes data for a large number of customers for payment
processing in the context of data processing on behalf. Carefully granting access rights ensures
that all data will only be processed in accordance with purpose limitation and the instructions given
by the controller. All relevant data is stored in the databases of Wirecard with a unique customer
identification to ensure that unambiguous attribution is possible at any time. At the same time, test
data is clearly separated from any productive data. In addition, the stringent purpose limitation and
separation of processing are ensured through regular training of the employees as well as by regular
reviews carried out by the IT Security department.
Reference documents:
IT Security Policy, IT and Information Security Policy, Data Classification and Control Policy.

Aschheim, May 2018

